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DPS CONTRACT NO. 2008 525
ARIZONA AUTOMATED FINGERPRINT IDENTIFICATION SYSTEM (AZAFIS)

USER AGREEMENT A
C-So- 0%-0853 -0
THIS AGREEMENT (Agreement) is made and entered info by the ARIZONA

DEPARTMENT OF PUBLIC SAFETY, .hei'einaﬁer referred to as “DPS” and the MARICOPA
COUNTY SHERIFF'S OFFICE, hereinafter referred to as “USER AGENCY”. DPS, under the
authority of ARS §41-2205, ARS §41-1750, ARS §41-1751, and ARS §41-2413, operates the Central
State Repository for the Arizona Criminal Justice Information System (ACIIS), and the Arizona
Automated Fingerprint Identification System (AZAFIS), and functions as the ACJIS Control Terminal
Ageney. Per authority of ARS §41-2204, the Director of the Arizona Department of Public Safety
serves as the System Manager of ACJIS and AZAFIS,

USER AGENCY is:
<] A criminal justice agency as defined in 28CFR20.3(g), and ARS §41-1701, and
ARS §41-1750,
AND
X A criminal justice agency designated as an AZAFIS Full Access System Terminal
(FAST) Site by the AZAFIS Advisory Board and agrees (in addition to being
responsible for entering and searching its own agency’s tenprints, latent prints, and
palm prints through the centralized AZAFIS databases at DPS) to process tenpsints,
latent prints, and palm prints for all other law enforcement agencies within the county
in which the FAST Site is located {except AZAFIS Remote Terminal [RT] Site
agencies or any other agency that opts to obtain AZAFIS services directly from DPS).
DPS will provide to the AZAFIS FAST Site the AZAFIS equipment, software and
associated system maintenance, network capability necessary to- provide AZAFIS
FAST Site services, and staff reimbursement (as described in Section F below). -
1. There shall be no charge to law enforcement agencies for AZAFIS services
provided by the AZAFIS Fast Site.
2 Each AZAFIS FAST Site shall execute an Infergovernmental Agreement
(IGA) with any law enforcement agency for which it provides AZAFIS
services. Each IGA shall .be approved by the State AZAFIS System
Administrator prior to the effective date of the agreement.
OR
| A criminal justice agency that is designated as an AZAFIS Remote Terminal (RT)
Site acquires its own fully compatible AZAFIS equipment and software that meets the
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AZAFIS System Manager’s acceptance requirements and is directly interconnected to
the central site AZAFIS computers at DPS. An AZAFIS RT Site is responsible for
entering and searching only its own agency’s tenprints, latent prints, and palm prints
through the centralized AZAFIS databases at DPS. An AZAFIS RT Site has the same
tenprint, latent print, and palm print processing capabilities as a FAST Site except an
RT Site:

L. Is required to pay all costs associated with AZAFIS processing at the RT Site.

2. Can recover actual operating costs from any law enforcement agency for
which it elects to provide AZAFIS. services. Charges shall not exceed the
actual cost of providing the services. Each AZAFIS RT Site shall execute an
Intergovernmental Agreement (IGA) with any law enforcement agency for
which it elects to provide AZAFIS services. Each IGA shall be approved by
the State AZAFIS System Administrator prior to the effective date of the

agreement.
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DPS and USER AGENCY hereby agree to exchange AZAFIS identification information and
AZAFIS-quality fingerprint images and palm print images as available in the State of Arizona Central
State Fingerprint Repository and/or via the AZAFIS network, subject to the following terms and

conditions:

TERMS AND CONDITIONS

A Information: In accordance with federal and state regulations, DPS agrees to provide USER
AGENCY access to the Arizona Automated Fingerprint Identification System to the extent
allowed by the AZAFIS procedures and policies approved by the AZAFIS Advisory Board
and the AZAFIS System Manager.

B. Rules: The exchange of all identification information, fingerprint images, and palm print
images covered by the terms of this Agreement shall be in strict compliance with all federal
and state laws; with all rules, procedures, and policies adopted by the AZAFIS Advisory
Board and the AZAFIS System Manager. USER AGENCY has the burden of giving notice of
the requirements of all rules, procedures, and policies to its employees and the other agencies
or individuals to whom USER AGENCY might disseminate information derived putsuant to
this Agreement.

C, Privacy and Security.

1. Purpose. USER AGENCY hereby agrees that the use of information received under
the terms of this Agreement is to establish the identity of individuals using the science
of fingerprint and palm print identification methodology, electronic mug photo
technology, and AZAFIS technology.

2. AZAFIS Site Administrator. USER AGENCY shall appoint an AZAFIS Site
Administrator who shall serve as the USER AGENCY’s representative on the
AZAFIS Operational Procedures Committee, and who shall be the primary contact
person within the USER AGENCY regarding AZAFIS matters. USER AGENCY
shall allow its designated AZAFIS Site Administrator sufficient time to perform all
necessary duties related to AZAFIS responsibilities, The designated AZAFIS Site
Administrator shall be responsible for ensuring compliance with Section B above, and
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shall grant AZAFIS access authorization to those employees who have a current

AZAFIS Termiral Operator Certification,

3. Secondary Dissemination. USER AGENCY agrees to assume full responsibility for
the lawfal use of any released information obtained as a result of an AZAFIS

transaction.

D. Audits/Tnspections.

1. USER AGENCY hereby agrees to make its reports available to DPS for the purpose
of conducting periodic audits of USER AGENCY's compliance with all laws and
regulations regarding the use of the AZAFIS network and processing and use of
information furnished to USER AGENCY under the terms of this Agreement. In
order to facilitate such audits, USER AGENCY agrees to keep such records as DPS
may direct from time to time. In addition, USER AGENCY will cooperate with
directives issued by the AZAFIS System Manager and the State AZAFIS System
Administrator to assure reliability of data, fingerprint, and palm print images.

2. Each AZAFIS FAST Stite agency shall providé quarterly workload reports to the State
AZAFTS System Administrator, detailing the AZAFIS services provided to its FAST
Site clients. - The quarterly FAST Site workload reports shail include the volume and
types of transactions and other setvices conducted during the reparting period for each
FAST Site client, including time required to provide the reported services. Quarterly
FAST Site workload feports shall be submitted to the State AZAFIS Systera
Administrator no later than the fifteenth (15™) of the month following the end of each
quarter.

3. All terminal agencies having direct access to the Arizona Autornated Fingerprint
Identification System agree, as a condition of participation, to perrhit an inspection
team from the AZAFIS Advisory Board and/or a team from DPS fo conduct necessary
site security compliance inspections to insure that required physical, personnel,

computer, and communications safeguards are functioning properly.
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4. All books, accounts, reports, files and other records relating to this Agreement shall be
subject at all reasonable times to in§pection and audit by the State for five (5) years

after completion of this Agreement.

E. Standards for Response Time. Agencies interfaced with the DPS AZAFIS host computers

agree to comply with set standards for response time, records entry, and system availability as

specified in the 4AZAFIS Policies and Procedures Manual. .

1. AZAFIS FAST Sites shall nsure that all work processed on behalf of client sites is
given the same priority as it own AZAFIS work.

F. Staffing. DPS will provide funding to each AZAFIS FAST Site each year- in an amount that
is equivalent to the salary and associated employes related expenditures (ERE) of one (1)
mid-range DPS Fingerprint Technician.

1. This refmbursement will be reviewed from time to time in conjunction with AZAFIS
FAST Site quarterly workload reports by the AZAFIS Advisory Board. Following its
review, the AZAFIS Advisory Board will provide recommendations to the State
AZAFIS System Manager ¢oncerning the level of FAST Site reimbursements. Any
changes to the reimbursement level will be incorporated as attachments to this
Agreemernt.

G. Sanctions.

1. Cancellation, Rither DPS or USER AGENCY may cancel this Agreement upon
ninety (90) days notice to the other party in writing. “All parties are herby put on
notice that this Agreement is subject to cancellation by the Governer for conflicts of
interest, pursuant to ARS §38-511, the contents of which are hereby incorporated by

reference.”

2. Suspension of Service. In addition to the penalties provided by law, DPS reserves the
right to immediately suspend fumishing information covered by the terms of this
Agreement to USER AGENCY when any terms of this Agreement are violated or
reasonably appear to be violated. DPS shall resume furnishing such information upon
receipt of satisfactory assurance that such violations did not occur or that such
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violations have been fully corrected or eliminated. In the event that USER AGENCY
challenges the ruling of DPS regarding violation(s) or andit results, the AZAFIS
Advisory Board shall adjudicate the matter.

3. Indemnification. To the extent permitted by law, USER AGENCY hereby agrees to
indemnify and save harmless DPS, its Director and employees, and the FBI, its
Director and employees, from and apainst any and all claims, demands, suits, and
proceedings by others and against -all liability to others of the use or misuse by the
USER AGENCY of any information provided to USER AGENCY pursuant to this

Apreement.

4, Arbitration. This Agreement is subject to arbitration, but only to the extent required
by ARS §12-1518.

H  Non-Discrimination. USER AGENCY hereby agrees that USER AGENCY will comply with
the non-discrimination requirements of Executive Order 99-4 (attached), or as subsequently
npdated.

L Executory Clause. It is understood by and between the parties hereto that DPS is obligated to
provide services described in Section A above to USER AGENCY only to the extent that
public firids are made available to DPS for that purpose. DPS shall incur no liability on
account thereof beyond the money made available for such purpose.

L Construction. This Agreement shall be liberally construed to apply to both manual and
automated information systems for criminal justice purposes wherever and whenever possible.

K. Dissemination.

1. As to all dissemination of Federal Criminal History Record Information, the terms of
such contract shall be superseded by applicable Federal Regulations goveming the

release of sach information.

2. As to all dissemination of Arizona Criminal History Record Information and other
ctiminal justice information, the terms of such contract shall be governed by

ARS §41-1750. .
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3. USER AGENCY hereby agrees that DPS may use or disseminate information
concerning USER AGENCY transactions on the AZAFIS and ACJIS networks to
provide assistance with active criminal investigations or criminal intelligence
investigations when such assistance is specifically requested by the investigating

agency.

4. USER AGENCY hereby agrees that DPS may generate, use, or disseminate statistical
reports based upon data contributed or transactions conducted by USER AGENCY on
the Arizona Automated Fingerprint Identification System and/or the AZAFIS

network.
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L. This Agreement shall be construed in accordance with the laws of the State of Arizona.

IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by
the proper officers and officials.

ARIZONA DEPARTMENT OF PUBLIC SAFETY

BY: ? . Sg s S DATE: _/as
—D-ﬁ@ w—-rla#Dt AL T A .
TITLE: , Arizona Department of Public Safety
BY: %’_,: DATE.  F ﬁ@ /JS«
Legai'%ew ‘ — '

Corran. WQAM:@Q

(Printed Name)

USER AGENCY:
BY: - DATE: 3’_'..2 9. o?
N\

Joseph M. Arpaio
(Printed Name)

TITLE: Shexriff, Maricopa County

BY: . . DATE:
(Please See Attached) :
USER Agency Legal Review
(Printed Name)
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